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Why Update your Software
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Å Security Fixes and plug vulnerabilities
Å Security Improvements
Å New Application Features
Å Protect Data
Å Improve Performance
Å Compatibility



Why Update your Software
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Software Layers
Å 1. Firmware (BIOS)
Å 2. Windows Operating System
Å 3. Hardware Drivers
Å 4. Browsers and Anti-Virus programs
Å рΦ aƛŎǊƻǎƻŦǘ !ǇǇƭƛŎŀǘƛƻƴǎ ς hŦŦƛŎŜΣ {v[π{ŜǊǾŜǊΣ ¢ŜŀƳǎ
Å 6. Third party apps ς everything else you install on

Windows



Firmware
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Firmware is a small piece of program code ǘƘŀǘΩǎ
permanently burnt into a hardware device such as
BIOS, keyboard, printer, hard drive or router. It provides
a permanent set of instructions on how the device is to
communicate with the PC application and to get it to
interpret instructions.

We should also keep firmware updated.

For example, to update your router to add
enhanced capabilities or fixes, download a
firmware update from the hardware
manufacturer.



CƛǊƳǿŀǊŜ ς aȅ wƻǳǘŜǊ
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Windows Update
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Å Built in feature of the Windows OS
Å Last week was Patch Tuesday
Å Make Windows updating as easy and automatic
Å Patches the OS, some drivers and other MS products
Å Does not patch 3rd Party Applications



Browser Updates
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Å Mostly automatic
Å Microsoft Edge
Å Delivered via Windows update

Å Non-Microsoft Browsers
Å Most now apply updates automatically

Å Verify your Browser settings to confirm that
automatic browser updates are enabled.



Applications
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Software you install yourself and will not automatically
update. Needs your regular intervention.
Examples:
Å Libre-Office / Open Office
Å Photo Editor e.g. FastStone, Gimp
Å Utilities e.g. Mailware Bytes, EaseUS Backup ToDo
Å Music and Video utilities
Å Any of those other applications you have

Currently, have to work out what the
update path is for each application.
Download the update bundle & install
yourself.



Applications
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So are there applications that can update your
applications you can use.

DǳŜǎǎ ǿƘŀǘΧΧΧΦ ǘƘŜǊŜ ŀǊŜΧΧΧΧΧΧΧ

 - Winget & WingetUI
 - Patch My PC
 - UCheck
 - Ninite  (Paid for)



Introduction to the Command Line
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Windows Command Line is a way of instructing the PC
directly using text Instructions. Using a terminal screen
ƛǘΩǎ back to basics to the days when there were no mouse
curser or GUI.

¢ƻ !ŎŎŜǎǎΧΧΦ
π¢ȅǇŜ ά/ƻƳƳŀƴŘ tǊƻƳǇǘέ ƻǊ ά/a5έ ƛƴǘƻ ǘƘŜ {ǘŀǊǘ ƳŜƴǳ
-Press Win+R and type CMD
- Press Win+ X and select Windows PowerShell

To run as an Admin on the first 2, hold
Ctrl+Shift when you launch.
There is a PowerShell(Admin) option



Introduction to the Command Line
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You will see   C:\Users\[Username]>



Introduction to the Command Line
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Our first command will be the Help command

C:\Users\[Username]> Help

To see specific details on one command, type the
command followed by /?

C:\Users\[Username]> dir /?
You will see a description then the command format
with          all the options to modify the
command.



Introduction to the Command Line
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The Dir Command is for a Directory listing
C:\Users\[Username]> dir

The CD command is to Change Directory
C:\Users\[Username]> cd desktop
To change to a folder marked as a <Dir> in the list, e.g.
the Desktop folder. Then Dir again to see the list of files
and folder in the Desktop folder.



Introduction to the Command Line
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The mkdir Command is for creating a new folder
C:\Users\[Username]> mkdir [new folder name]

Similarly rmdir [folder name] will delete a folder

And del [file name] to delete a file

To much clutter on the screen, cls clears the screen.
And Ctrl+C cancels and command running that you want 
       to stop.



Introduction to the Command Line
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Network Commands are really useful.

ping  to see if your computer can reach a remote
destination and how long it takes.

ipconfig lets you see the network overview for your
current connection.

Ipconfig/all  gives you a lot of detail



Introduction to the Command Line
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Introduction to the Command Line
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Introduction to the Command Line
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Commands for Troubleshooting
A common use for firing up the Command Prompt is to
run one of several troubleshooting commands.
CHKDSK lets you scan your storage drives for errors,
SFC allows Windows to detect and fix corrupt system
files.



Winget
Formal name: Windows Package Manager
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Å Free, open-source package manager for Win 10 / 11
Å Not well know but comes installed with Windows
Å Consists of a command line utility and some system

services.
Å Need to open a Command Line window to use but

very efficient.



Winget
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Winget
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Winget
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Winget Commands
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ω ²ƛƴƎŜǘ ƭƛǎǘ
ω ²ƛƴƎŜǘ ǳǇƎǊŀŘŜ
ω ²ƛƴƎŜǘ ǳǇƎǊŀŘŜ MyProgram
ω ²ƛƴƎŜǘ ǳǇƎǊŀŘŜ ςŀƭƭ
ω ²ƛƴƎŜǘ ƛƴǎǘŀƭƭ MyProgram
ω ²ƛƴƎŜǘ ǳƴƛƴǎǘŀƭƭ MyProgram
ω ²ƛƴƎŜǘ ǎŜŀǊŎƘ ǇǊƻƎǊŀƳ ƴŀƳŜ

ω [ƛǎǘǎ ƛƴǎǘŀƭƭŜŘ ǇǊƻƎǊŀƳǎ
ω /ƘŜŎƪǎ ŦƻǊ ŀǾŀƛƭŀōƭŜ ǳǇŘŀǘŜǎ
ω ¦ǇŘŀǘŜǎ ŀ ǎǇŜŎƛŦƛŎ ǇǊƻƎǊŀƳ
ω ¦ǇŘŀǘŜǎ ŀƭƭ ǇǊƻƎǊŀƳǎ ǿƘƛŎƘ ƘŀǾŜ ǳǇŘŀǘŜǎ
ω Lƴǎǘŀƭƭ ŀ ǎǇŜŎƛŦƛŎ ǇǊƻƎǊŀƳ
ω ¦ƴƛƴǎǘŀƭƭκǊŜƳƻǾŜ ŀ ǇǊƻƎǊŀƳ
ω {ŜŀǊŎƘ ǘƘŜ ǊŜǇƻǎƛǘƻǊȅ ŦƻǊ ŀ ǎǇŜŎƛŦƛŎ ǇǊƻƎǊŀƳ



WingetUI
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ω /ǊŜŀǘŜǎ ŀ ƎǊŀǇƘƛŎŀƭ ŦǊƻƴǘ ŜƴŘ ǘƻ ǘƘŜ ŎƻƳƳŀƴŘ ƭƛƴŜ WinGet
ω bƻ ƴŜŜŘ ǘƻ ǳǎŜ ŀ /ƻƳƳŀƴŘ [ƛƴŜ ²ƛƴŘƻǿ

Website to Download:       https://www.marticliment.com/wingetui

https://www.marticliment.com/wingetui


WingetUI

Applications to Update Applications



Patch MY PC  (Free)
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https://patchmypc.com/home-updater#download

https://patchmypc.com/home-updater#download


UCheck  (Free)
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https://www.adlice.com/ucheck/

This is the one I have,
ƛǘΩǎ free and does a
simple and good job.

https://www.adlice.com/ucheck/


Ninite
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https://ninite.com/updater/

The Ninite Updater interface is very simple and easy to use. It
provides a list of all your out-of-date applications and you can
update with one click. I read that the best bit is that it just works
and ŘƻǎŜƴΩǘ need too much time manually fiddling with updates
and settings. Plus when configured, Ninite Updater can
automatically downloads all the applications and installs them
silently. A huge bonus over the competition.

There is a free version but the paid for pro application (which I
ǿƻǳƭŘƴΩǘ normally include) has a trial to see if ƛǘΩǎ for you or as ƛǘΩǎ
only  $1/Month, it might be worth just running it for a year.

https://ninite.com/updater/


Ninite
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https://ninite.com/updater/

https://ninite.com/updater/


Final Words
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Å 5ƻƴΩǘ ǳǇŘŀǘŜ ŦǊƻƳ ŜƳŀƛƭ ƭƛƴƪ
Å 5ƻƴΩǘ update from pop-up unless you know its

valid (go to org web site or from within app)
Å If you trust a pop-up screen, read each screen

carefully and always request to download
software. 5ƻƴΩǘ let it take over.

Å Better still, always use a software updater for
your      specific
software



THE END
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