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/€ you seen any of these on an email ?

You're a
WINNER!!

Confirm your
password




Spotting a Fake Emall

Check if the message is sent from a public email domain

* No legitimate organisation will send emails from an address that ends
‘@hotmail.com’ or ‘@yahoo.com’.

« If the domain name (the bit after the @symbol) matches the apparent
sender of the email, the message is probably legitimate e.g. @saga.co.uk.

« The domain name is misspelt. e.g. Someone@microsfot.com

e |nconsistencies in Email Addresses, Links & Domain Names

* The email is poorly written i.e. does it contains poor spelling and grammatr.




potting Spam

Spotting a Fake Emall

* The emaill includes suspicious attachments or links

eqg.......
* View your Energy bill here: INV-94709

* Press “Button” to access your account

 The message creates a sense of urgency
* €.g. "You must move your money to a safe account now to avoid
scammers making withdrawals™.

e Too Good to Be True emaills

-

)

 e.g. An offer that “you’ll get £50,000 to use your bank account”


http://www.hpwd.co.uk/theslowboatbuilder/

aill — The Basics

Tony checks his email using
his email client or an online
webmail app

How Email appears to work
8 = 3

Judy writes an email using
her email app on the laptop,
tablet or phone

Or Judy may go online & use Email appears in his Inbox
her webmail service

Judy adds Tony’s email Tony reads his messages
address

Clicks on SEND




malil — The Basics

Email Client on

H OW E m al I laptop or phone etc.

sender@domainl.com

Really works [ &

Spam & Policy domain2.com's

X Server

Get MX Records

Email Server on internet
(Gmail, btinternet, hotmail, hosting etc

(Gmaill, btinternet,

hosting etc.) Domain Name System Server knows
where recipient’s mail server is




A Typical Internet Address

Address for network

Protocol (the Domain name)

https://u3asites.org.uk/hillingdon/home_

Domain Extension

-




Emalil — The Basics

A Typical Email Address

Email Account Name

( tonyu3a@u3asites.org-uk

:




Email — The Basics

An email works like real letter
It’s made up of a letter and an envelope

The Envelope is the information
used by email servers to perform the
delivery. i.e. sender, recipient & return.

The letter is the email content with a
header and a body.

-

HELO: mta.cloud7.ex
MAIL FROM: <bob@cloud7.ex>
RCPT TO: <alice@wonderland.ex>

| From: bob@cloud7.ex

Subject: Let's go out tonight

| Hi Alice!

Do you want to go out tonight?
i Let's meet at Charlie's at 6 p.m.

Love, Bob.

| To: alice@wonderland.ex —

SMTP ENVELOPE

message header

message body

lux.com



Email — The Basics

The SMPT mail server wraps the content in an envelope

The envelope holds all the data needed send the email to
Its destination.

_ When message is delivered,
Before transporting the

: : the Destination Mail Server

However, it does however, need ;Ehldgrﬂ mﬁﬂﬂﬂ@@fﬂutrﬂe removes Envelope and puts
. . . | FWer Fm | I i ; -

more routing informationonroute | 7T g Cone message into Receiver's

mailbox

Internet ; / A
Message ’:‘.

" — — |
s —— | = = ———
Sender Source ‘ Destination Receiver

Mail serve Envelope Mail Server



Email — The Basics

The Email header does have a lot of useful data if you’re checking on the
validity of the sender.

Original Message

T h e | n te restl n g O n e S a re ’ Message ID <CAKIAIE IANA1AY ARTNINRO7621427R 10Vl a5 A22 nEasInD-MAAmail amail cams

Created at: Delivered-To:

Retu rn_Pa‘th Received: by 2002:21c:5603:0:0:0:0:0 with SMTP id kl@csp4235522wmb;
[ From: r

Mon, 29 Apr 2019 15:55:00 -070@ (PDT)

- = To: X-Received: by 2002:alc:ca@6:: with SMTP id a6bmr9e2063wmg.14.1556578500005;
Authentlcatlon-ReSUItS : Mon, 29 Apr 2019 15:55:80 -870@ (PDT)
' Subject ARC-Seal: i=1; a=rsa-sha256; t=155657858@; cv=none;

1556
- Jo - d=google.com; s=arc-20160816;
Recelved . SHE: b=k+151Mquu8raEYR+H/nag9XVey1quVydRzQhDvuYEohSnk58alm1HE7HI2X1IKHIwFi3
DKIM: 8/8IN67rT7vd86nNZnZLH2hsDsTLQK+cDXRUX7I1nCCvH1GZz19wIhqLo9rQ3z2duzQnom
. ygbIIzix06uoNcysDA/Ixh4jCcAtZXbbKdKWE273U0076G/dDIg7q+G+DK8r1MGHfsLuu
Precedence. DMARC: 6n5+CB1jC/ztFOiDZm+xmOSroT1v0j6360BSMkTdTpvoQs9bHEhsW/ cqqFIx/ygkbkeC
uqsSY64hwoH3tONytXpw/xe7c+98jP1yAcPWzWd1i7Hz518jg90hdUjvK6p7NdgaklgUK
SOug::
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=to:subject:message-id:date:from:mime-version:dkim-signature;

*— N t th t I bh=BOMpIphcQiw+KRIDE63KbLaeCg1kNmhCErENHC tpD/Y=;
- ote dal an emall Can go ‘J=IDifY;x";CEH;d;\r.f:QF?;ftcgsiiLZD;PEI.‘;;eYRE;;irL':FL:‘fllg,'JrT.BJ‘.-:LsSabcJhPE‘I]

rCLnJOttb+k6i2Ahx9UbL

Download Origina

ppwqwc38uqCmYxNBsZ jbKigIvQKYG392ipauvLcl1FoQlByl

through multiple MTA’S and Wi" o Tarl qgZbd6mHHEAgt77L zul tMcnSVoU/ FHZ IttCCTgPAXDVObxk/GiXpragBiI+10DSCVCE7

Received: by 2002:a1c:568a3:0:0:0:8:0 with SMTP id kl@cspa235522vmb;
Mon, 29 Apr 2019 15:55:80 -e7ee (PDT)

: X-Received: by 2002:alc:caB6:: with SMTP id a6mr9e0e63wmg.14.1556573580005;
CO eC I I lany ece Ive Mon, 29 Apr 2019 15:55:80 -8708 (PDT)

ARC-Seal: i=1; a=rsa-sha256; t=15565785@@; cv=none;
d=google.com; s=arc-28168816;
b=W+151MquuBr4EYR+H/nad9XVeylquVydRzQhDvuYEohSnk58almlH87HI2X1KHIwFi2
H e a e rS 8/8INE7rT7VdB6NNZNZLH2hsDSTLQK+cOXRUX7IInCCvH1GZz19wIhql9rQ3z2duzQnom
u ygbIIzix06uoNcysDA/Ixh4jCcAtZXbbKdKWE273U0076/dDIg7g+G+DKSr1MGH sLuu
6n5+CB1JC/ztFOiDZm+xmOSreT1v0j6360B5MkTdTpvoQsObHENs/ cqqFIx/ygkbkeC
ug5Y64hweH3toNytXpw/xe7c+98jP1yAcPWzd1i7Hz538 goDhdUjvKep7NdgakligUK
B0ug==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=to:subject:message-id:date:from:mime-version:dkim-signature;
L bh=BOMpIphcQiw+KRIDg63KbLaeCglkNmhC8rENHCtpD/Y=;
[

b=IDiVD/gLdHBdIVCcQ7i7Ft78hyL4ADIPEINReYRUX@4rWFLrN1y ImBIvwLsSabcIhPOId
rCLn)Otth+k6i2AhxoUbLppwgwe3BuqCmyYxXNBsZ jbKigIvOKYG392ipauvLclFoQlibyl
gqgZbdémHH8dgtZ 7L zuTtMcnSVoU/ FMzITECcTgPAXDVObxk/GiXprdqBjI+100sCvCET



Email — Webmail vs Email Client

Webmail

Possibly the easiest way to access your email as it's available via a browser the internet
All the main email providers will have a Webmail facility

So Gmail, Hotmail, BTInternet, AOL will all have a Webmail service.

Advantages Disadvantages
« Use any device with internet access * Must be online to see email.
to access your email

Need to sign on every time

« Doesn’t use or need storage on your
device « Downloading attachments is a separate action

 Must use the email Services Contacts and
Calendar to get the integration.

« Emails stored only in the cloud meaning if you
loose your account, you're likely to loose all your
emails. Free accounts are more vulnerable.

-




Email — Webmail vs Email Client

Webmail

Possibly the easiest way to access your email as it's available via a browser the internet
All the main email providers will have a Webmail facility

So Gmail, Hotmail, BTInternet, AOL will all have a Webmail service.

Advantages Disadvantages
« Use any device with internet access * Must be online to see email.
to access your email

* Need to sign on every time

« Doesn’t use or need storage on your
device « Downloading attachments is a separate action

 Must use the email Services Contacts and
Calendar to get the integration.

-




Email — IMAP Vs POP3

IMAP (Internet Message Access protocol) POP3 (Post Office Protocol)
IMAP allows: POP3 .
Multiple clients with synchronised mailboxes Downloads emails & attachment once (single shot)
Multiple servers Emails only on the one system.
Choice of storage locations Emails then deleted from the server
IMAP POP

Multiple chents can talk to
the same account on thea
same server - from

-— anywheare

I
I
I
{ ) k I
N 4 *

al \ Vai : |
yd IMAP Client g
. “« » |
I

I

I

I

I

Clients can talk to

muitiple servers Clients independently download

_email. Once downloaded it is
~._ deleted from the server

T

e~ 2
Client decides \ A— Client has full control over s I
where to store 3 their mail folders. Can create, POP Client
mhasagk:; "COW ’ delete, purge or move them
them y OF 2 around - even between viat
leave them on I; = - different accounts on different folders

The ssrveas | IMAP Client servers

-~
k \Man
folders

=




Email — BT Configuration

IMAP settings POP3 settings

Incoming Mail Server: mail.btinternet.com Incoming Mail Server: mail.btinternet.com

Port: 993 (this should be automatically Port: 995 (this should be automatically populated by
populated by selecting the SSL encryption) slecting the SSL encryption)

SSL Encryption: Enabled (but not .

STARTTLS) SSL Encryption: Enabled (but not STARTTLYS)

Username: your email address including the
@btinternet.com or @btopenworld.com part
Password: your btinternet or btopenworld password
POP from folder: by default, POP will pull emails from

Username: your email address including

the @btinternet or @btopenworld.com part
Password: your btinternet or btopenworld
password

your inbox

Root folder/path: SMTP settings

Folder separator: . (full stop) Outgoing Mail Server: mail.btinternet.com

} Port: 465 (this may not be automatically populated on

Please d_o N_OT enable "secure password selecting SSL, so you'll need to check)

authentication” (SPA). It's not needed when SSL Encryption: Enabled (but not STARTTLS)

you use SSL encryption and won't work. Authentication: PLAIN
Username: your email address including the
@btinternet or @btopenworld.com part

L . Password: your btinternet or btopenworld password



Email — Webmail vs Email Client

Email Client
* Needs an application on your PC/Laptop, Tablet or Phone. The application requests emails from the

domain server and downloads them to the application.

Advantages Disadvantages

 Lots of features in a client like integrated « The good Applications cost like Outlook (although
contacts, tasks and calendar there are some free ones).

« Can have multiple email accounts in one « The application needs to be configured
place

« Storage under your control
* Retention of Email history under your control

-

4

- Storage under your control

e Can still use Webmaill




Email — Webmail vs Email Client

lents

Windows Mail Basic, simple and free with Windows  Windows, Gmail & iCloud

eM Client Free for 2 A/C’s, good interface, Windows & Mac
desktop only

Thunderbird Free, highly configurable. Lots of Windows, Mac & Gmail
add-ons. Not the prettiest

MS Outlook An MS Office app, Win 365, Windows, Mac
Sophisticated & robust

MS Outlook.com Free with One Drive. Good balance Android, iPhone, iPad
between simplicity & features

Kiwi for Gmail Part of G Suite for use with Gmail Windows & Mac

Mail by Apple Basic but good. Integrated with Apple  Mac’s, iPhone, iPad
MACOS

Gmail (mobile only) Integrated with other Google Apps Android, iPhone iPad




Email — on Multiple Devices

Three Basic Approaches
To Managing Emails

* Web-based
* PC-based using POP3
* PC-based using IMAP



Email — on Multiple Devices

Web-based

Your email 2ored E E

on the email server E E
|

B

. . ] Your Web Browser
Your Email Service Provider's

Mail Server




Email — on Multiple Devices

PC-based POP3

Email Being Downloaded
[ ——

| e

Your Email Service Provider's
Mail Server Your Computer

Once downloaded, the email resides only on your machine.




Email — on Multiple Devices

PC-based POP3

Some. but not all of
your email stored

on this computer
s

Computer A

Your Email Service Provider's

Mail Server
some. but not all of
your email stored =

on this computer

Computer B

Once downloaded, the email resides only on your machine.




Email — on Multiple Devices

PC-based IMAP

Your email sored E E

on the email ssrver % % Your email stored % %

ofn Your computer
. Sl v |2

Two-way sychronization

Your Email Service Provider's
Mail Server Your Computer

-

g

Email Is copied from the server to your PC, leaving the original
on the server.



Email — on Multiple Devices

PC-based IMAP

Your email stored E E

[l ]
E]

on computer &

Email is Your emailtored.  EXIE
copied from the =5
server to your
PC, leaving the
original on the
Server.

o thie emal server

1y
‘{'t}ﬁ Your email Sored ER [N

[EN{ N

Your Email Service Provider's o
‘f:'l
Lo on computer B
b, ]

Mail Server

Computer B



Email — on iPhone or iPad

To set up your email account on an Apple iPhone or iPad:
-=> ‘Settings’ = ‘Mail’ = ‘Accounts’ --> ‘Add Account’ Choose email provider --> follow setup steps & input the
data requested. You'll be asked if you want to sync contacts, calendar & other data but you choose.

{ Accounts  Add Account Edit
With new account(s), they Mailboxes
will appear on the Accounts %iCloud .
screen, where you can use @8 Exchange B3 Alinbores 2

= i

the Fetch New Data menu to 62 icloud
choose when to sync new Google & Gmail 301
emails. £ Outlook 1
You can either see All YAHOO! * VIP ®
Inboxes of the individual

AOI Flagged
Inboxes. cLout

@%@ Outlook.com

Other

-

- Inbox

Drafts

-'«.'If" Sent

=] Junk

'_' Trash

=

Archive

Updated Just Now

[



Email — Syncing on Android

Gmail is the default app but you can add other email accounts to an Android Phone or Tablet.

Open ‘Email’ on your Android device. Tap on ‘Menu’ (3 horizontal lines, top left)>’Settings’ = ‘Add Account’
select email provider & enter the email address and it’s password. Tap on the app & choose All inboxes. You
will then see all accounts together with Gmail emails

P ™

Set up email Account options

Every 15 minutes v

G Google
Notify me when emails arrive
ﬂ.’_ Outlook, Hotmail and Live
Sync email for this account
Yahoo
Automatically download attachments when
@8 Exchange and Office 365 connected to WiFi
Other

NEXT
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