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IDENTITY THEFT

Your identity is one of your most valuable assets. 

Your name, address and date of birth provide 

enough information to create another ‘you’.



If your identity is stolen they will then be able 

to open bank accounts, take out credit cards and 

apply for state benefits in your name.



How much personal information do you share 

on your social media profile pages?

Name, location, age, job role, marital status, your 

voice? The amount of information people are 

comfortable with posting online varies. 



So, how would you feel if all your information 

was catalogued by a hacker and put into a 

database with millions of entries, to be sold 

online to the highest paying cyber-criminal?



Just in April 2021

• A hacker sold a database of around 500 million 

records scraped from LinkedIn website.

• Another hacker posted a database of scraped 

information from 1.3 million Clubhouse 

profiles on a forum for free.

• 533 million Facebook user details were 

compiled from a mixture of old and new 

scraping before being given away on a 

hacking forum with a request for donations.



In July 2021

A hacker calling himself Tom Liner compiled 

a database of 700 million LinkedIn users from 

all over the world, which he is was selling for 

around £3,600.



These databases are largely constructed by 

scraping the public-facing surface of Social 

Media sites using automatic programmes to take 

whatever information is freely available about 

users.



In 2022 there was a 

wave of “Hi Mum/Dad” 

scams on WhatsApp and 

by text messages in 

which the fraudsters 

claimed to be their 

children needing money 

urgently.



Using AI scammers only need less than a 30 

second clip of someone’s voice to enable them 

to impersonate them.

Artificial Intelligence (AI).

Now Security experts are worried about the use 

of Artificial Intelligence (AI).

These clips are taken from videos posted on 

Facebook, Instagram, TikTok, Twitter, YouTube 

and others.



The software creates a digital clone of the 

victim’s voice.

The audio is feed into AI programmes such as 

Resemble,   Prime Voice AI   or   Microsoft's 

'VALL-E‘.

The target is phoned and the required text is 

entered into the AI programme. With a click of a 

button the software reads out the text mimicking 

the voice of the victim.



Voice impersonation scams are still rare but 

they have a high success rate.



Many websites now ask for personal data that 

they don’t really need.



So why not give some fake personal data instead 

of your real information?

Not only will it stop criminals and spammers 

obtaining your personal data, but it helps to 

limit your online digital footprint. 



FAKE NAME GENERATOR

https://www.fakenamegenerator.com/



FAKE DATA

https://www.fakedata.pro/



GENERATED PHOTOS

https://generated.photos/



FAWKES

http://sandlab.cs.uchicago.edu/fawkes/

http://sandlab.cs.uchicago.edu/fawkes/#code



CONCEAL YOUR EMAIL ADDRESS

Disposable Email Address

GuerrillaMail: https://www.guerrillamail.com/



Set up a forwarding email address

Create another account in Outlook or Gmail 

and set up forwarding.



DuckDuckGo Email protection extension

Add it to your Browser and create unlimited 

fake addresses for free.

The service forwards messages to your usual 

Inbox.

https://duckduckgo.com/email/



Phone and Tablet Email protection extension

Firefox for Android Browser supports the 

Firefox Relay add-on.

This service lets you disguise your email 

address when you sign up to websites.

It generates fake email addresses called “email 

masks”

The free version  lets you create 5 email masks.



PROTECT YOUR PHONE NUMBER

UK Phone Number Generator

https://neilzone.co.uk/number/



Temporary Phone Number

https://temporary-phone-number.com/UK-Phone-

Number/



USE A DISPOSABLE PAYMENT CARD

Revolut

www.revolut.com



SIGN UP FOR FREE TRIALS

DoNotPay – Free Trial Credit Card

https://donotpay.com/learn/free-trial-credit-card/



STAY ANONYMOUS ONLINE 

VPN (Virtual Private Network)

A VPN hides your IP address 

by letting the network redirect 

it through a specially 

configured remote server run 

by a VPN host.

TOR Browser - https://www.torproject.org/



BROWSE THE INTERNET SAFELY 

• BRAVE Browser - https://brave.com/download/



BRAVE is: Focussed on Privacy

Automatically uses a Shield system to:

Block elements that track you online

Block Ads

Block Trackers, Cookies that follow you to 

other websites.

Browse privately using TOR to hide your  

IP address.

Uses an anonymous search engine  

similar to DuckDuckGo.

Has a private video chat tool.




