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HIDE YOUR IDENTITY
WHILE ONLINE
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IDENTITY THEFT
Your Identity Is one of your most valuable assets.

Your name, address and date of birth provide
enough information to create another ‘you’.
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If your identity Is stolen they will then be able
to open bank accounts, take out credit cards and
apply for state benefits in your name.




How much personal information do you share
on your social media profile pages?

Name, location, age, job role, marital status, your
voice? The amount of information people are
comfortable with posting online varies.



So, how would you feel if all your information
was catalogued by a hacker and put into a
database with millions of entries, to be sold
online to the highest paying cyber-criminal?



Just In April 2021

* A hacker sold a database of around 500 million
records scraped from Linkedln website.

- Another hacker posted a database of scraped
Information from 1.3 million Clubhouse
profiles on a forum for free.

» 533 million Facebook user details were
compiled from a mixture of old and new
scraping before being given away on a
hacking forum with a request for donations.



In July 2021

A hacker calling himself Tom Liner compiled
a database of 700 million LinkedIn users from
all over the world, which he is was selling for
around £3,600.



These databases are largely constructed by
scraping the public-facing surface of Social
Media sites using automatic programmes to take
whatever information is freely available about

USErS.



I n 2022 there Wa's a' Hey mum it's me. | got a new number u

wave of “Hi Mum/Dad” indo .. A
scams on WhatsApp and oo
by text messages In SO
which the fraudsters P ——

everything

claimed to be their
Ch i Id ren need i ng money | have a little problem that | can't solve..

can you help me with it

u rg e ntly. What is it hun? Just got to work but can

message for next half hour or chat if you
need xxxx

Well because of that new device | have
to transfer all apps, but the banking app
has put a 48-hour security on the app
due to fraud. All nice but | have to pay 2

payments $£3. very annoying because

| can't do anything about it. Could you
possibly pay for it for me and I'll return it
soon as possible?

Sorry to bother u with this



Artificial Intelligence (Al).

Now Security experts are worried about the use
of Artificial Intelligence (Al).

Using Al scammers only need less than a 30

second clip of someone’s voice to enable them
to Impersonate them.

These clips are taken from videos posted on

Facebook, Instagram, TikTok, Twitter, YouTube
and others.



The audio is feed into Al programmes such as
Resemble, Prime Voice Al or Microsoft's
'VALL-E".

The software creates a digital clone of the
victim’s voice.

The target Is phoned and the required text Is
entered into the Al programme. With a click of a
button the software reads out the text mimicking
the voice of the victim.



\oice impersonation scams are still rare but
they have a high success rate.

Scammers stole thousands from elderly couple by 'making
Al voice clone of their grandson’

UK NEWS

Emma Watson reads Mein Kampf on
4Chan in deepfake audio trick

UK firm ElevenLabs vows to tackle abuse of its voice-cloning technology

BIZTECH NEWS

Audio deepfake scams: Criminals are using Al to
sound like family and people are falling for it



Many websites now ask for personal data that
they don’t really need.



So why not give some fake personal data instead
of your real information?

Not only will it stop criminals and spammers
obtaining your personal data, but it helps to
limit your online digital footprint.



FAKE NAME GENERATOR

https://www.fakenamegenerator.com/

Your Randomly Generated Identity

security numbers and
can save their fake
names to use later.

Geo coordinates 51.983962, 0.824339

PHONE

Phone 077 2452 1447
Country code 44
BIRTHDAY

Birthday August 26, 1937
Age 84 years old
Tropical zodiac Virgo

z

Gender Male v
Name set England/Wales v
Country United Kingdom v
Advanced Options
Max Johnston
29 Bouverie Road
WESTLETON
IP17 2P]
Curious what Max means? Click here to find out!
Mother's maiden name  Peters
Logged in users can NINO RE364160D
view full social You should click here to fir

ONLINE

Email Address

Username
Password
Website

Browser user agent

FINANCE
Visa
Expires
Ccvv2

EMPLOYMENT
Company

Occupation

MaxJohnston@jourrapide.com

This is a real email address. Click here to activate it!
Upold1937

Zai6ahfoo

CarDeveloper.co.uk

Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:66.0)
Gecko/20100101 Firefox/66.0

4485 8155 9372 3650
12/2024
135

Adaptaz
Bridge and lock tender

PHYSICAL CHARACTERISTICS

Height
Weight
Blood type

TRACKING NUMBERS
UPS tracking number

Western Union MTCN
MoneyGram MTCN

OTHER

Favnrita cnlor

5' 5" (165 centimeters)
188.3 pounds (85.6 kilograms)
O+

17 9E5 115 10 7987 750 6
0868764262
51687125

Rliie



FAKE DATA
https://www.fakedata.pro/

Emoji amp;amp; Symbols

Undo Manage Field

Redo full_name
first_name
last_name
email
username
password
phone
Language Settings job_title
Writing Direction company
address
city
country
state
Speech zip

url

words

sentence

paragraph

text

Cut

Copy

Paste

Paste and Match Style

Select All

Inspect

Random Bitcoin Address
Random Ethereum Address
Random Litecoin Address




GENERATED PHOTOS
https://generated.photos/

BH FACE GENERATOR

Sex

O Male
Female

Headpose

Update face
Younger ~+ Generate new face

Emotion

Neutral

O Happy
Surprised
Angry
Contemptuous
Disgusted
Frightened
Sad

Skin Tone Very Fair x E{ Add to cart Share

(L X X
@




FAWKES
http://sandlab.cs.uchicago.edu/fawkes/
http://sandlab.cs.uchicago.edu/fawkes/#code

Image "Cloaking" for Personal Privacy

Original Cloaked Original Cloaked Shawn Shan, PhD Student
- - , - e Emily Wengert, PhD

§ Student
i Jiayun Zhang, Visiting
Student
o Huiying_Li, PhD Student
2 Haitao Zheng, Professor
Ben Y. Zhao, Professor
t Project co-leaders

and co-first authors

¢ Email the Fawkes team

e Email us to join Fawkes
mailing_list for news on
updates/changes.

& SAND Lab

security, clgorithms, networks and dot

Introduction Technical Paper Downloads Media/Press Limitations FAQ




CONCEAL YOUR EMAIL ADDRESS

Disposable Email Address
GuerrillaMail: https://www.guerrillamail.com/

CRRIEIFAMAIINCOMS

Guerrilla Mail - Disposable Temporary E-Mail Address

Avoid spam and stay safe - use a disposable email address! Click the "WTF" button
below for help. So far we've processed 14,067,496,444 emails (+0), Keeping your
real inbox safe and clean (98499 emails going in / hour)

pthkgtdk |@ sharklasers.com v | ForgetMe | WTF?

“| Seramble Address

EMAIL M COMPOSE 1[ TOOLS 1[ ABOUT 1

Delete Next update in: 9 sec.

no-reply@guerrillamail.c Welcome to Guerrilla Mail Dear Random User, Thank you for using Guerrilla Mail - your ter 12:05:30

GuerrillaMail's email is powered by
Go-Guerrilla, our open-source project.



Set up a forwarding email address

Create another account in Outlook or Gmail
and set up forwarding.



DuckDuckGo Email protection extension

Add It to your Browser and create unlimited
fake addresses for free.

The service forwards messages to your usual
Inbox.

https://duckduckgo.com/email/



Phone and Tablet Email protection extension

Firefox for Android Browser supports the
Firefox Relay add-on.

This service lets you disguise your email
address when you sign up to websites.

It generates fake email addresses called “email
masks”

The free version lets you create 5 email masks.



PROTECT YOUR PHONE NUMBER

UK Phone Number Generator
https://neilzone.co.uk/number/

UK phone number generator

Generate a random UK phone number from Ofcom's "TV and drama" range.

Type

® Landline
Mobile
Freephone

Premium rate services
UK-wide

Region
(only relevant if you select "landline" above)

Don't care v

Generate my number

Your random number:

e (international)
* (national only)
» (invalid / non-diallable — don't use this!)



Temporary Phone Number
https://temporary-phone-number.com/UK-Phone-

Number/

@ Temporary Phone Number = Home UK USA Russia Canada ALL Countries Google Play FAQs Offline number

+44 7308638260

&Y Receive SMS free UK

W N4
There are 19 temporary phone numbers online.

How to receive SMS with these UK numbers?

+1 2048170685

oChoosea number from the list. oProvide the number when asked. eClickthe number to view messages.
+31 685242372
\ |4 o \ |4 o N L » \ |2 o
ANa  +447308638260 glg +44 7529908826 &la  +447529153736 glg +44 7383891763
L7 Nod L7 NG \7 N \7 N
1N 4 mins ago 1N =3 2 mins ago LN [ 3.5k | 7 mins ago 1N [ 5.5k | 3 mins ago
+62 83865326472
\| |Z oK \ £ o N L UK \ | vr
&84 +447883196637 A4 4447883200468 &l7a  +447883269920 &84 4447825432715
L7 N L7 N L7 N L7 N
4 15 mins ago 4 [ 2.0k | 21 mins ago 4 [ 776+ | 14 mins ago 4 =3 11 mins ago
\ |4 o \ |4 o N L » \ |2 o
ANa  +447823456901 glg +44 7823932732 ala  +447823932744 ANa 4447823456883
L7 N L7 N L7 N L7 N
1N 33 mins ago 4 [ 3.8k+ 5 | 9 mins ago 4 3.0k+ 7 mins ago 1N 3.6k+ & 39 mins ago



USE A DISPOSABLE PAYMENT CARD

Revolut
www.revolut.com

9:41
&

- £109

Online shopping

5* Split bill




SIGN UP FOR FREE TRIALS

DoNotPay — Free Trial Credit Card
https://donotpay.com/learn/free-trial-credit-card/




STAY ANONYMOUS ONLINE

TOR Browser - https://www.torproject.org/

The Onion Router (TOR) Network

C] Destination‘
0O < - e
=25 20 | B
= L =9
k
2 = Tor
! . i A~
VPN (Virtual Private Network) e

A VPN hides your IP address
by letting the network redirect
It through a specially
configured remote server run h
by a VPN host.

~®




BROWSE THE INTERNET SAFELY

 BRAVE Browser - https://brave.com/download/

New Tab X <+ v = G

(; O al @ A0 * B

For quick access, place your bookmarks here on the bookmarks bar. T

]98 MB 2minutes

Trackers & ads blocked Bandwidth saved Time saved

F \ : , / BraveRewards
€ : ’ » Earn tokens and give back
Bing Y g ‘ .

Earn tokens by viewing Brave Private
Google Signintoyo.. '™ » h R Ads and support content creators
' . \ \ automatically.

By proceeding, you agree to the Terms
of Service and Privacy Policy.

B Editcards

Photo by Alain Franchette Scroll for Brave News = customise | & [ D [}

v




BRAVE is: Focussed on Privacy

Browse privately using TOR to hide your
IP address.

Has a private video chat tool.

Uses an anonymous search engine
similar to DuckDuckGo.

Automatically uses a Shield system to:
Block elements that track you online
Block Ads

Block Trackers, Cookies that follow you to
other websites.

A
Mew tab
New window

Mew Private window

» G
Ctrl+T
Ctrl+N

Ctrl+Shift+MN

Mew private window with Tor  Alt+Shift+N

Brave Rewards
History
Bookmarks
Downloads
Wallet
Extensions
Sync

Brave Ad Block

Create a new profile

Open guest window

Zaom - 100%

Print...
Find...

More tools

Ctrl+P

Ctrl+F






