Password Managers

Hillingdon u3a Computer Club
April 2024



Why

Creating a weak password is too easy.

Then Reusing that password becomes even easier.
What must we not do is....... Reuse Passwords!
Password leaks occur a lot, even on large websites.

These can provide malicious individuals with your email
address, username, and password.

If you use the same login information everywhere, one leak
could give the hacker access to other accounts.

With this they could reset access other websites, like your
online banking or PayPal account.




Why

So how are you supposed to use strong, unigue passwords
on all the websites you use?

............. The solution is a Password Manager.

You can then prevent password leaks from being so
damaging as you can use a unique password on every
website.

Of course, these would be strong passwords i.e. long,
unpredictable combination of letters that also contain
numbers and symbols.



What iIs It

From Wikipedia.....

« A password manager is a computer program that allows
users to store and manage their passwords for local
applications or online services such as web applications,
online shops or social media.

« Password managers can generate passwords and fill
online forms

« The main purpose of password managers is to alleviate
the issue known as password fatigue, where a user can
become overwhelmed from remembering multiple
passwords

« Password managers typically only require one "master”
password which unlocks and gives access to the data.



What Do You Do ?

Only use one Password for everything

Perhaps 5-6 passwords. A bit of trial & error to get
the right one.

Post-It Notes

Spiral Notebook 3"x 5", possibly in sections,
perhaps over a couple of books

Saving passwords in the browser
Perhaps a combination of Notebook and Browser

Word document or Spreadsheet (No password or
backed up)

If you can remember a password, it's easy to crack



The Better Solution

A Password Management application on your
device (or in the cloud)

Available in Free or Paid for options
They include Radom Password Generators
Only One Password to remember *

Some managers allow database sync across
devices



The Better Solution

Any password manager you choose should be easy
for you to use.

If you find yourself going back to your old, insecure
password habits, maybe it's time to find a password
manager that better fits your needs.

There are many products to choose from, and taking
a little time to find the right password manager to

protect your logins can save you a lot of frustration
In the future.



LastPass

We have to mention the Cloud based Password
Manager Service — Last Pass

They had a major data breach August 2022

Certificates, secret scripts used to access
packup storage and encrypted customer data.

f the recommended setups were used then
nassword hash data would be safe.

The Computer media all recommended resetting
the master password to very complex, other key
passwords and withdrawing from the service.




Options 1

All password managers have a unique interface. Use
free trials to assess which is best for you.

| use KeePass on both my devices Winl10 & Mac
Completely Free

Extensive plugin support

Full Control of your Data

Old Interface Design (since 2003)

It's the best password manager option if you want to
maintain complete control of your data.



KeePass
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KeePass

* Sync with online storage i.e. Dropbox to host the database
« Password generation management

* Syncing via local hard disks or network shares
 Auto-type form-filling and auto-type hot-key form filling.

To unlock the full power of KeePass, you really need to install
plugins and extensions.



KeePass

There are more than 100 KeePass plugins and extensions



Options 2

All password managers have a unique interface. Use
free trials to assess which is best for you.

| now recommend Bitwarden

Free and Premium versions

Open Source and very secure

Windows, Mac, 10S, Android, Linux

Unlimited syncing across all devices on free version



Bitwarden

vk Tl Security

O vaults Master password ~ Two-step login  Keys
<] Send
: Change master password
Tools
M WARNING
. Proceeding will log you out of your current session, requiring you to log back in. Active sessions on other devices
Settings ‘ may continue to remain active for up to one hour.
LT Current master password
Security
Preferences )
New master password Confirm new master password

Subscription
Domain rules Important: Your master password cannot be recovered if

you forget it! 12 character minimum

Emergency access

Check known data breaches for this password
[] Also rotate my account’s encryption key (0

Master password hint

Change master password




ALL VAULTS

S My Vault

My Organization

58 All Items
7 Favorites

T Trash

TYPES
&Y Login
= Card
Identity

[} secure Note

FOLDERS

5 socials
5 streaming Services

F9 No Folder

[ 4

My Vault Send

Bitwarden

Q, Search Vault

) Item With Attachment

v My Credit Card
Visa, *4242

{\ My Login

username@service.com

My Mailing Address

D My Note

ITEM INFORMATION

Mame

My Login

Username

username@service.com

Password

Bl bitwardenuser@bitwarden.... ~~
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Bitwarden
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Bitwarden

0 Password Manager Generator

O Vaults
Send T85rDV@swexCh3t m6
Toals
What would you like to generate?
Generator
@ Password () Username
Import data
Password type
Export vault @ Password () Passphrase
Length Minimum password length Minimum numbers
18 18 2

Minimum special

2

Options

A-Z

az

0-9

I@H#SHNB*

Avoid ambiguous characters
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