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aill — The Basics

. How Email appears to work
o= 2 @
e

Judy writes an email using
her email app on the laptop,
tablet or phone

Tony checks his email using
his email client or an online
webmail app

Or Judy may go online & use Email appears in his Inbox
her webmail service

Judy adds Tony’s email Tony reads his messages
address

Clicks on SEND




malil — The Basics

Email Client on
laptop or phone etc.

sender@domainl.com

How Email =
Really works

A

Spam & Policy

Get MX Records

Email Server on internet
(Gmail, btinternet, hotmail, hosting etc

(Gmail, btinternet,

hosting etc.) Domain Name System Server knows
where recipient’s mail server is




aill — The Basics

A Typical Internet Address

Address for network

Protocol (the Domain name)

https://u3asites.org.uk/hillingdon/home_

Domain Extension

-




all — The Basics

A Typical Email Address

Email Account Name

( tonyu3a@u3asites.org.uk j




Email — The Basics

An email works like real letter

HELO: mta.cloud7.ex
MAIL FROM: <bob@cloud7.ex>
RCPT TO: <alice@wonderland.ex>
It’s made up of a letter and an envelope S ENEICLE
The Envelope is the information e
used by email servers to perform the Subject Lete goouttomght n message header
delivery. i.e. sender, recipient & return. -
Hi Alice!
° ° . o you want to go out tonight?
The letter is the email content with a  Lers meet at Chartes at & pm. B
header and a body. Love Bob

\ I.-



Email — The Basics

The SMPT mail server wraps the content in an envelope

The envelope holds all the data needed send the email to
its destination.

Before transporting the
However, it does however, need Sender’s message, the Source

. . . Mail Server wraps it
more routing information on route in an Envelope

When message is delivered,
the Destination Mail Server
removes Envelope and puts
message into Receiver's
mailbox

Internet
Message

|

t‘:--:_-:__:_,:.--'""-;; — __

ender Source
Mail server Envelope

-

- |
= \ |
— .- [E:E-E__:- I} »  p— L_F
- —_—
Destination Receiver

Mail Server



Email — The Basics

The Email header does have a lot of useful data if you’re checking on the

validity of the sender.

The interesting ones are;
Return-Path:
Authentication-Results:
Received™:

Precedence:

*= Note that an email can go
through multiple MTA’s and will
W collect many Received
Headers.

-

Original Message

MQSSBQE (9] =CAKGAIF IANA1RY ARTNNAOTZf21.7R In\/l a5 A2 uCaA7InD=MN@EmMail amail cnm=
Created at: Delivered-To:
Received: by 2002:21c:5603:0:0:0:0:0 with SMTP id k1@csp4235522umb;

From: Mon, 29 Apr 2019 15:55:00 -8708 (PDT)

To: X-Received: by 2002:alc:ca@6:: with SMTP id abmr900063wmg.14.1556578500005;
Mon, 29 Apr 2019 15:55:00 -0@780 (PDT)

Subject: ARC-Seal: i=1; a=rsa-sha256; t=1556578500; cv=none
d=google.com; s=arc-20160816;

SPF. b=W+151Mquu8r4EYR+H/nagdXVey1quVydRzQhDvuYEohSnk58alm1H87HO2X1KHIWFi3

DKIM: 8/8IN67rT7Vd86nNZnZLH2hsDsTLQK+CcDXRUX7IINCCVH1GZ19wIhql9rQ3z2duzQnom
ygbIIzix06uoNcysDA/Ixh4jCcAtZXbbKdKwE273U007G/dDIg7q+G+DK8r1MGHT sLuu

DMARC: 6n5+CB1jC/ztFOiDZm+xmOSreT1v0j6360B5SMkTdTpv9Qs9bHEhsW/ cqqFIx/ygkbkeC
uqsSY64hwoH3tONytXpw/xe7c+98jP1yAcPWzWd11i7Hz518jg90hdUjvK6p7NdgaklgUK
SGug::

Bownload Origina ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;

h=to:subject:message-id:date:from:mime-version:dkim-signature;

bh=BOMpIphcQiw+KRIDg63KbLaeCglkNmhC8rENHCctpD/Y=;

b=IDiYD/gLdH8dIVcQ7i7ft78hyL4D1PEINReYRUXO4rWFLrN1yImBIwLsSabcIhPOI]
rCLnJOttb+k6i2Ahx9UbLppwqwc38uqCmYxNBsZ jbKigIvQKYG392ipauvLc1FoQIlByl
qgZbdémHH8dgtZ7LzultMcnSVolU/FMzIttCcTgPAXDVIbxk/GiXprdgBjI+10DsCvCE7

Delivered-To: -——
Received: by 2002:a1c:5683:0:0:8:8:0 with SMTP id klBcspa235522vmb;
Mon, 29 Apr 2019 15:55:80 -87ee (PDT)
X-Received: by 2002:alc:caB6:: with SMTP id a6mr9e0e63wmg.14.1556573500005;
Mon, 29 Apr 2019 15:55:80 -8700 (PDT)
ARC-Seal: i=1; a=rsa-sha256; t=15565785@@; cv=none;
d=google.com; s=arc-28168816;
b=W+151MquuB8r4EYR+H/nag9xVeylquVydRzQhDvuYEohSnk58almIH87HI2X1KHIwf i3
8/8INE7rT7VdB6NNZNZLH2hsDSTLQK+cDXRUX7IInCCVH1GZz19wIhqLorQ3z2duzQnom
ygbIIzix06uoNcysDA/Ixh4jCcAtZXbbKIKWE273U007G/ dDIg7g+G+DKSr1MGHT sLuu
6n5+CB1jC/2tFOiDZms xmOSrT1v0i6360B5MKTdTpvaQsobHENsH/ caqFIx/ygkbkeC
ug5Y64hweH3toNytXpu/xe7c+98jP1yAcPWzWd117Hz578 goDhdUjvKkep7NdgakiigUK
80ug==
ARC-Message-Signature: i=1; a=rsa-sha256; c=relaxed/relaxed; d=google.com; s=arc-20160816;
h=to:subject:message-id:date:from:mime-version:dkim-signature;
bh=BOMpIphcQiw+KRIDg63KbLaeCglkNmhC8rENHCtpD/Y=;
b=IDiVD/gLdH8dIVCcQ7i7Ft78hyL4ADIPEINReYRUX@4rWFLrN1y ImBIwLsSabcIhPOId
rCLNI0t tb+k61i2AhxOUbLppugwe3BugCnYxNBsZ jbKigIvQKYG3921ipauvLc1FoQiByl
gqgZbdémHH8dgtZ 7L zuTtMcn5Vol/ FMzITECcTgPAXDVObxk /GiXprdqBjI+100sCvCET



Email — Webmail vs Email Client

Webmail

Possibly the easiest way to access your email as it's available via a browser the internet
All the main email providers will have a Webmail facility

So Gmail, Hotmail, BTInternet, AOL will all have a Webmail service.

Advantages Disadvantages
« Use any device with internet access * Must be online to see email.
to access your email

* Need to sign on every time

« Doesn'’t use or need storage on your
device « Downloading attachments is a separate action

 Must use the email Services Contacts and
Calendar to get the integration.

« Emails stored only in the cloud meaning if you
loose your account, you're likely to loose all your
emails. Free accounts are more vulnerable.

-




Email — Webmail vs Email Client

Webmail

Possibly the easiest way to access your email as it's available via a browser the internet
All the main email providers will have a Webmail facility

So Gmail, Hotmail, BTInternet, AOL will all have a Webmail service.

Advantages Disadvantages
« Use any device with internet access * Must be online to see email.
to access your email

* Need to sign on every time
« Doesn'’t use or need storage on your
device « Downloading attachments is a separate action

 Must use the email Services Contacts and
Calendar to get the integration.

-




Email — IMAP Vs POP3

IMAP (Internet Message Access protocol)

IMAP allows:
Multiple clients with synchronised mailboxes
Multiple servers
Choice of storage locations
IMAP

Multiple chents can talk o

POP3 (Post Office Protocol)

POP3 :
Downloads emails & attachment once (single shot)
Emails only on the one system.
Emails then deleted from the server
! POP

Clients can talk to the same aor;oumr on $e
| i sSame searver - irom ) .
multiple servers & - an - Clients independently downlocad
- — ’ _email. Once downloaded it is
o . ™~ _ deleted from the server
al \ / al
¢ —— -

%

; folders
E—:'f"‘em ?90:195 \ Client has full control over

ere 10 siore their mail folders. Can creale, POP Client

messages. Copy
them locally or
leave them on

the server I

|

~a——
k Wan
folders

delete, purge or move them
around - even batween

IMAP Client sServers

different accounts on different

I
I
I
I
I
IMAP Client I
|
I
I
|
|
I



Email — BT Configuration

IMAP settings

Incoming Mail Server: mail.btinternet.com
Port: 993 (this should be automatically
populated by selecting the SSL encryption)
SSL Encryption: Enabled (but not
STARTTLS)

Username: your email address including

the @btinternet or @btopenworld.com part
Password: your btinternet or btopenworld
password

Root folder/path:
Folder separator: . (is a full stop)

Please do NOT enable "secure password
authentication" (SPA). It's not needed when
you use SSL encryption and won't work.

POP3 settings

Incoming Mail Server: mail.btinternet.com
Port: 995 (this should be automatically populated by
slecting the SSL encryption)

SSL Encryption: Enabled (but not STARTTLS)

Username: your email address including the
@btinternet.com or @btopenworld.com part
Password: your btinternet or btopenworld password
POP from folder: by default, POP will pull emails from
your inbox

SMTP settings

Outgoing Mail Server: mail.btinternet.com

Port: 465 (this may not be automatically populated on
selecting SSL, so you'll need to check)

SSL Encryption: Enabled (but not STARTTLS)
Authentication: PLAIN

Username: your email address including the
@btinternet or @btopenworld.com part

Password: your btinternet or btopenworld password



Email — Webmail vs Email Client

Email Client
* Needs an application on your PC/Laptop, Tablet or Phone. The application requests emails from the
domain server and downloads them to the application.

Advantages Disadvantages

» Lots of features in a client like integrated » The good Applications cost like Outlook (although
contacts, tasks and calendar there are some free ones).

« Can have multiple email accounts in one « The application needs to be configured
place

« Storage under your control
» Retention of Email history under your control

-

- e Can still use Webmail

e

» Storage under your control




Email — Webmail vs Email Client

Email Clients

Windows Mail App Basic, simple and free with Windows = Windows, Gmail & iCloud

Proton Email Free and most secure, good interface, Windows & Mac
desktop only

Thunderbird Free, highly configurable. Lots of Windows, Mac & Gmail
add-ons. Not the prettiest

MS Outlook An MS Office app, Win 365, Windows, Mac
Sophisticated & robust

MS Outlook.com Free with One Drive. Good balance Android, iPhone, iPad
between simplicity & features

Kiwi for Gmail Part of G Suite for use with Gmail Windows & Mac

Apple Mail Basic but good. Integrated with Apple Mac’s, iPhone, iPad
MACOS

Gmail (mobile only) Integrated with other Google Apps Android, iPhone iPad



Email — on Multiple Devices

Three Basic Approaches
To Managing Emails

* Web-based
* PC-based using POP3
* PC-based using IMAP



Email — on Multiple Devices

Web-based

Your email 2ored E E

on the email server E E
|

>

Your Email Service Provider's
NMail Server

Your Web Browser



Email — on Multiple Devices

PC-based POP3

Email Being Downloaded
[ — - ——

| e

Your Email Service Provider's
Mail Server Your Computer

Once downloaded, the email resides only on your machine.




Email — on Multiple Devices

PC-based POP3

Your Email Service Provider's
Mail Server

Once downloaded, the email resides only on your machine.

wl

Tg—

Computer A

I:""\l-l\.“
gﬁ'jq? I '.:'
- m—
ATV

L —

Computer B

Some. but not all of
your email stored

on this computer
s

some. but not all of
your email stored =
on this computer



Email — on Multiple Devices

PC-based IMAP

Your email Stored % %
on the email server E E Your email stored E E
2 |

on Your computer
. Sl v |2

Two-way sychronization

Your Email Service Provider's
Mail Server Your Computer

Email is copied from the server to your PC, leaving the original on
the server.




Email — on Multiple Devices

PC-based IMAP e

on computer A g S

il i ¥ ilsored 23]
Email is our email stor e

o thie emal server

copied from the
server to your
PC, leaving the
original on the

serverlr. Your Email Service Provider's
Mail Server

E E

o
'f"'"?a , on computer B
%,, SN E

Computer B



Email — on iPhone or iPad

To set up your email account on an Apple iPhone or iPad:
- ‘Settings’ =2 ‘Mail’ = ‘Accounts’ --> ‘Add Account’ Choose email provider --> follow setup steps & input the
data requested. You'll be asked if you want to sync contacts, calendar & other data but you choose.

{ Accounts  Add Account Edit
With new account(s), they e Mailboxes
will appear on the Accounts %iCloud ) al boxes .
X 302
screen, where you can use @8 Exchange "t
the Fetch New Data menu to )
" £ Gmail 301
choose when to sync new Go gle
emails £ Outlook .
. H A HO O ’ s '.'n:
You can either see All Y 4 * VP ®
Inboxes of the individual Aol. ' Flagged
Inboxes. cLou
% Outlook.com —
Other — Drafts
~ <7 Sent
7 Junk
1l Trash
. =] Archive

L Updated Just Now
"

[x



Email — Syncing on Android

Gmail is the default app but you can add other email accounts to an Android Phone or Tablet.

Open ‘Email’ on your Android device. Tap on ‘Menu’ (3 horizontal lines, top left)>’Settings’ =2 ‘Add Account’
select email provider & enter the email address and it’s password. Tap on the app & choose All inboxes. You
will then see all accounts together with Gmail emails

™ o

Set up email Account options

sync frequency

Every 15 minutes >
Google

Q

Notify me when emails arrive

L
(Y

Outlook, Hotmail and Live

Sync email for this account

K

Yahoo

Automatically download attachments when

@8 Exchange and Office 365 gonnected 1o Wil

Other

NEXT




malil — Organise Your Emails with Rules

You need to manage incoming mail to ensure it gets stored effectively so using RULES you
set means this can happen.

 Depending on which email client you use (Mail on Mac, MS Outlook or Thunderbird on
PC) the basic logic is the same — rules are used to manage what happens to emails in

your inbox.
* Things you can do - move, flag or respond to emails automatically.
* This helps logically stored and organised email so you can find them when you need to.

* Areally simple rule is to receive an email and have it go to a folder you have dedicated
for a person, group, email address or project.

-

\-’

-




Email — Organise Your Emails with Rules

Rules Wizard

Which condition(s) do you want to check?
Step 1: Select condition(s)

[ ] from John Rowe

[ | with Canal Group Update in the subject

sent to Tony Kemp

[ | with Canal Group Update in the subject or body
[ ] through the specified account

[ ] sent only to me

[ | where my name is in the To box

[ ] marked as importance

[ ] marked as sensitivity

[ ] flagged for action

[ ] where my name is in the Cc box

[ | where my name is in the To or Cc box

[ | where my name is not in the To box

[ ] with specific words in the body

[ ] with specific words in the message header
[ ] with specific words in the recipient's address
[ ] with specific words in the sender's address
[ ] assigned to category category

Step 2: Edit the rule description (click an underlined value)

Apply this rule once the message has arrived
sent to

Cancel < Back Mext =

Finish

Rules Wizard

What do you want to do with the message?
Step 1: Select action(s)

[ ] move it to the Inbox TonyU3A Hotmail.com folder

[ ] move a copy to the Inbox TonyU34 Hotmail.com folder
[ ] assign it to the category category

[ ] delete it

[ | permanently delete it

[ ] forward it to people or public group

[ | forward it to people or public group as an attachment
[ ] redirect it to people or public group

[ ] have server reply using a specific message

[ ] reply using a specific template

[ ] flag message for follow up at this time

[ ] clear the Message Flag

[ ] clear message's categories

[ ] mark it as importance

| |iprint it

[ ] play a sound
[ | mark it as read

[ ] stop processing mare rules

Step 2: Edit the rule description (click an underlined value)

Apply this rule once the message has arrived
sent to Tony Kemp

Cancel < Back Mext =

Finish



Email — Organise Your Emails with Rules

Rules Wizard

Are there any exceptions?
Step 1: Select exception(s) (if necessary)

[ | except if the subject contains specific words

[ ] except through the specified account

[ ] except if sent only to me

[ ] except where my name is in the To box

[ ] except if it is marked as importance

[ ] except if it is marked as sensitivity

[ | except if it is flagged for action

[ ] except where my name is in the Cc box

[ ] except if my name is in the To or Cc box

[ ] except where my name is not in the To box

[ | except if sent to people or public group

[ ] except if the body contains specific words

[ | except if the subject or body contains specific words
[ | except if the message header contains specific words
[ ] except with specific words in the recipient's address
[ ] except with specific words in the sender's address

[ ] except if assigned to category category

Step 2: Edit the rule description (click an underlined value)

Apply this rule once the message has arrived
sent to Tony Kemp

' move it to the Inbox TonyU3A Hotmail.com folder

L Cancel < Back Mext = Finish

Rules Wizard

Finish rule setup.

Step 1: Specify a name for this rule

Taony Kemp

Step 2: Setup rule options
[ ]Run this rule now on messages alreadly in "Inbox TonyU3A Hotmail.com”

Turn on this rule

Create this rule on all accounts

Step 3: Review rule description (click an underlined value to edit)
Apply this rule once the message has arrived
sent to:
move it to the Inbox TonvU3A Hotmail.com folder

Cancel < Back Mext = Finish




Email — Organise Your Emails with Rules

o ey VA et -

Rules Wizard X

Which condition(s) do you want to check?
Step 1: Select condition(s)

only on this computer A
through the zpecified account

[] from people or public group

[ ] with specific words in the subject

[] sent only to me

[ ] where my name is in the To box

[ ] marked as importance

[ ] marked as sensitivity

[ ] flagged far action

[] where my name is in the Cc box

[ ] where my name is in the To or Cc box

[] where my name is not in the To box

[] sent to people or public group

[] with specific words in the body

[ ] with specific words in the subject or body

[] with specific words in the message header

[ ] with specific words in the recipient's address

[ ] with specific words in the sender's address hd

Step 2: Edit the rule description (click an underlined value)

Apply this rule once the message has arrived
through thetonyu3a@hotmail.com;account

and only on this computer
maove it to the Inbox TonyU3A Hotmail.com folder

Cancel < Back Finish



Email — Junk Settings

% Rules

Respond

@ Meeting

@7 Forward as Attachment

Quick Steps

% Block Sender
MNever Block Sender
Never Block Sender's Domain (@example.com)
Mever Block this Group or Mailing List

% Junk Email Options...

Junk Email Options - X

Options  safe Senders Safe Recipients Blocked Senders International

L, QOutlook can move messages that appear to be junk emails into a
special Junk Email folder.

Choose the level of junk email protection you want:
(@) No Automatic Filtering. Mail from blocked senders is still moved to

the Junk Email folder,

() Low: Move the most obvious junk email to the Junk Email folder.

() High: Most junk email is caught, but some regular mail may be
caught as well. Check your Junk Email folder often.

() safe Lists Only: Only mail from people or domains on your Safe
Senders List or Safe Recipients List will be delivered to your Inbox.

[ ]Permanently delete suspected junk email instead of moving it to the
Junk Email folder

Disable links and other functionality in phishing messages.
(recommended)

Warn me about suspicious domain names in email addresses.
(recommended)




Email — Junk Settings

Junk Email Options - *

Options 5afe Senders  5afe Recipients Blocked Senders International

2% Email from addresses or domain names on your Safe Senders List will
never be treated as junk email.

‘do_not_reply@hu3a.org.uk Add...

Edit...

Remove

Import from File...
Export to File...

[v] Also trust emails from my Contacts
[ ] Automatically add people | email to the Safe Senders List

Junk Email Options - x

Options Safe Senders Safe Recipients Blocked Senders  International

@® Email sent to addresses or domain names on your Safe Recipients List
will never be treated as junk emails.

judypeddiegga@btinternet.com Add...

Edit...

Remaove

Import from File...

Export to File...




Email — Junk Settings

Junk Email Options - tony X Junk Email Options - tony@r . d
Options  Safe Senders  Safe Recipients Blocked Senders  |nternational Options Safe Senders Safe Recipients Blocked Senders International
&Ed Emails from addresses or domain names on your Blocked Senders List ~ . Some email messages you receive might be written in languages you
will always be treated as junk emails. are unfamiliar with and don't want to read. These messages can be
marked as junk and moved to the Junk Email falder.
info=mail.shopstyle.com@shopstyle.com Add..
Edit... The sender's email address in different countries/regions can end with
top-level domain codes, such as .ca, .mx or .us. The Blocked Top-level
Remave Domain List allows you to block all messages sent from an email
: address ending with a specific top-level domain. Blocked Top-level Domain List x
N N Select one or more countries/regions to add to the Blocked Top-level Domain List.
Blocked Top-level Domain List...
1D (Andarral i~ Select All
% AE (United Arab Emirates)
AF (Afgh tan)
D AG [Aﬂgt\gac:aannd Barbuda) Gl
D Al (Anguilla)
. . . . [ ] AL (albania)
Characters of each language are contained in a special encoding or | [ am @menia v
character set. The Blocked Encoding List allows you to block all emai cancel
messages in a specific encoding.
Blocked Encodings List... - -
Blocked Encodings List *
} Select one or more encodings to add to the Blocked
Import from File... Encodings List.
- [ Arabic A | select Al
Export to File... EBaltic
Central European
[ chinese simplified Laril
|:| Chinese Traditional
[ cyrillic
Greek v
oK Cancel Apply oK Cancel Apply




“Email — Fixing Issues

https://hillingdon.u3asite.uk
/are-you-having-problems-
receiving-emails/



https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/
https://hillingdon.u3asite.uk/are-you-having-problems-receiving-emails/

Email — MailStore

5] MailStore Home Portable - O x

Quick Search Archive Search

13 start Page MailStore Home Portable
b [ My Archive
1 2 Search E-mai Tony
142,393 messages archived
.& Archive E-mail Version 22.4

.3 Export E-mail
[@] Recent Results
Administrative Tools

6 About Mailstore Home Quick Access Dashboard
MailStore Home
i Archive E-mail
Version 22.4.0.21151 (Buid Date 11/11/2022)
Update avaiable 26.1.0.23845 (Buid Date 16/12/2025)
p Search E-mail Download and Instal Changelog Update Notices
Tel Others About MaiStore n u
3 Export E-mail Archive
Total Size 142,393 messages / 15,641 MB
g Backup to HDD or USB Location D:\! Mallstore Archive
Avaiable Disk Space s | 27.67 GBfree of 59.38 GB
. Messages
‘ Password Protection
B Q The last execution of one or more archiving profies has failed.
_ License
Administrative Tools : ) )
MailStore Home is free for non-commerdal usage.

Helpful Links
MailStore Home Help

MaiStore Home Website

»
»
»  MaiStore Home Support Community
» MaiStore on Facebook

»

MaiStore Business Products

Featured Products & Content

Are you an IT professional? [H- WI. N
Try MailStore Server for SMBs now ! 5..,“3!‘

Copyright (c) 2005-2022 MailStore Software GmbH CHILLBLAST




/€ you seen any of these on an email ?

You're a
WINNER!!

Confirm your
password




Spotting Spam

Spotting a Fake Email

Check if the message is sent from a public email domain

* No big organisation will send emails from an address that ends ‘@hotmail.com’
or ‘@yahoo.com’. However, trades people & small traders will.

+ If the domain name (the bit after the @symbol) matches the apparent sender

of the email, the message is probably legitimate e.g. @saga.co.uk.

« The domain name is misspelt. e.g. Someone@microsfot.com

* |nconsistencies in Email Addresses, Links & Domain Names

;  The emaill is poorly written i.e. does it contains poor spelling and grammar.

L




Spotting Spam

Spotting a Fake Emaiil

* The emaill includes suspicious attachments or links

e.g.......
* View your Energy bill here: INV-94709

* Press “Button” to access your account

« The message creates a sense of urgency
 €.g. “You must move your money to a safe account now to avoid
scammers making withdrawals”.
* Too Good to Be True emails
 €.g. An offer that “you’ll get £50,000 to use your bank account”

-

L
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The End
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